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20 years ago...




I'd hacked into a corporate network...



287 Years




Turns out, SEO required same mindset...

Google

Search Google or type URL



Bring back the
Hacker Mindset



Disclaimer:

Distilled don’t condone blackhat.

Blackhat is naughty & bad!
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XML Sitemaps Recent
Manipulation Experiments

“Give me new stuff, Tom!”
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Social Network
Login Status




DETECT WHICH SOCIAL NETWORKS PEOPLE ARE LOGGED INTO

Social Network Login Status Detector Demo

This is a demonstration of how a website can detect which Social Networks a user is logged into when they visit. In my tests it seems to work in all the major
browsers (Firefox, Chrome, |IE 7+, Safari and Opera).

For details please see my post on how to detect which social networks your visitors are logged into.

You are currently logged in to

You are not currently logged in to

You are currently logged in to

You are not currently logged in to

you can try giving Firefox or Chrome a try. ;)

http://www.tomanthony.co.uk/tools/detect-social-network-logins/



facebook.com/tomsprofile



facebook.com/tomsprofile

Page served (200):

.V facebook.com/tomsprofile




facebook.com/tomsprofile

Page served (200):

‘V facebook.com/tomsprofile

302 redirect to:
.x facebook.com/login?continue=/tomsprofile




facebook.com/login?continue=/tomsprofile



facebook.com/login?continue=/tomsprofile

What happens if
we go directly to
this login URL?




facebook.com/login?continue=/tomsprofile

302 redirect to:

‘V facebook.com/tomsprofile

Already logged in,
so just redirect to
the intended page.




facebook.com/login?continue=/tomsprofile

302 redirect to:

‘V facebook.com/tomsprofile

Not logged in,
so show the

login page.

Page served (200):
‘x facebook.com/login?continue=/tomsprofile




facebook.com/login?continue=/logo.png

We can change the
destination, e.qg. to
an image URL.




facebook.com/login?continue=/logo.png

302 redirect to:

‘V facebook.com/logo.png




facebook.com/login?continue=/logo.png

302 redirect to:

‘V facebook.com/logo.png

Page served (200):
‘x facebook.com/login?continue=/logo.png




facebook.com/login?continue=/logo.png

v




<img src="facebook.com/login?continue=/logo.png"

onerror="alert ('anonymous')"
onsuccess="alert ('loggedin')" />



<img src=“facebook.com/login?continue=/logo.png”

onerror="alert ('anonymous') "

onsuccess="alert ('loggedin')" />

v

ONsuccess
alert ('loggedin')




<img src=“facebook.com/login?continue=/logo.png”

onerror="alert ('anonymous')"

onsuccess="alert ('loggedin')" />

¢
-V

facebook sew

Log in to Facebook
Email address or phone number
Password
Forgotten account? - Sign up for Facebook

ONSUCCESS ONerror
alert ('loggedin') alert ('anonymous')




OTHERS HAVE EXTENDED IT

Your Social Media Fingerprint

Without your consent most major web platforms leak whether you are logged in. This allows any website to detect
on which platforms you're signed up. Since there are lots of platforms with specific demographics an attacker
could reason about your personality, too.

This project is an open source contribution of Nimiq: The first browser-based Blockchain & Ecosystem.

Demonstration

You are logged in to:
B3 Facebook © Youtube M) Gmail C) aithub
5 Blogger 3 Reddit 4> Slack 23 Dropbox

Hackernews

You are not logged in to:

@ Carbonmade @ Google Plus g VK W Twitter
». Meetup J BitBucket BB Battie.net (=) square
€ Tumbir Y1 Medium o EdX () Pinterest
17| Indeed A Academia.edu #7 Khan Academy [7 Foursquare
m Disqus o Expedia g Amazon.com e Spotify
w0~ 500pX Steam /3\ Airbnb P Paypal

https://robinlinus.github.io/socialmedia-leak/



PUMP IT INTO GA

ALL » CUSTOM VARIABLE (KEY 1): Gmail_State ~

All Users
0.00% Users (1.04% Sessions)

Explorer

Custom Variable (Value 01)

Loggedin

2. NotlLoggedin

+ Add Segment

162

% of Total: 0.01%
(2,264,580)

124 (76.54%)

38 (23.46%)

May 23, 2016 - May 29, 2018

Summary Site Usage Ecommerce

Sessions ¥ VS. Select a metric

® Sessions
100

January 2017

October 2017

April 2018



CUSTOMISE SOCIAL BUTTONS




LOGGED IN TO A COMPETITOR?

- L Hotels.com™ Rewards Priority Customer . ‘
4 Hotels.com N Booking . [umymeroery | o
0203 027 9780
Accommodation Flights Flight + Hotel Car rentals Airport taxis
Menu @ Thomas Anthony +  Hotels.com™ Rewards +  Your bookings
Q Hotel search Find deals for any season Lucija —
From cosy country homes to funky city flats
. . - Jop reasons to visit:
ortonigea, Croata Destination, property name or address: the seaside, atmosphere, family friendly
Destination, property, landmark, or address Lucija = trips =T
Check-in Check-out S——— "'—' ‘ — Pa—
Check in Check out | v : v R T ——
R i b —
05/08/2018 12/08/2018 Still interested in your previous searches for
Sunday Sunday 2adults v No childre v 1 room v Lucija?
7 Nights
'm travelling for work @ Search 5 Aug - 12 Aug 1room, 2 adults, 2 children ¥ >
Rooms Adults Children
1 2 2 ’
i o ma : 'l Benalmadena =
or add rooms 4 : :
- Register. Earn. Pay for your passions Top reasons to visit:
List your place on beaches, beach ~walks, relaxation
. , - - -
Booking.com ek
) Still interested in your previous searches for
Continue your search See all > Subscribe to see Secret Deals ., Bensimédena?
Prices drop the moment you sign up!
Q Amsterdam, Netherlands X 5 Aug - 12 Aug 1room, 2 adults, 2 children ¥ >
Tue 17 - Thu 19 July 2018, 2 nights, 1 room, 1 adult
Refer a friend

to
Thomas, collect 5 more nights to get 1 reward (@@ Beaking o . .
uls and vou hoth Begin earning!

Waitinn far evtencinn AdRInrk




TAKEAWAY

Social Network preferences
can be recorded™/used.

* something something GDPR (DSGVO)



OBSERVATION

Redirects can be abused to
get unexpected behaviours
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Google
Manual Actions




MORE

28arch enoine SE0 SEM MOBILE LOCAL RETAIL GOOGLE BING SOCIAL MORE

(:00gle Launches Manual Spam Actions
Viewer, Streamlines Reconsideration
Process

Google is addine w feature in Webmaster Tools that will leave no doubt
when a site's ¢ kings are affected by a manual webspam action.

) f

It's called the Manual Actions viewer, and it's available today under the "Search Traffic” tab. The new
tool complements the email notifications that Google already sends when it takes manual action
against a website, giving site owners a way to check their site's status on their own at any time.

(annnle cave fower than han narrant nf dnmaine in ite inAday ara manialivy remnmueaed diia tn enam en



search tnome 1and SEO  SEM  MOBILE LOCAL RETAIL GOOGLE BING SOCIAL MORE

(00gle Says “Snag” Has Taken Manual
Spam Actions Viewer Offline

L
If you're not se *he "Manual Actions” feature in Google Webmaster Tools,
f you're not al webmasters have taken to Twitter and other social
. networks * ink has been removed from their accounts, and
n Google as us we wiidiNal announcement to say that a “snag” will delay
MORE full launch for le days:

F

Unfortunately we've hit a snag during our feature deployment, so it will be another couple
days before the feature is available to everyone. We will post another update once the
feature is fully rolled out.

The Manual Actions viewer is a tool that lets webmasters do a live-check against Google's internal
systems and find out if their site has been the subject of a manual spam penalty. Google also
released a number of videos related to the types of penalties the tool identifies. You can read more
about the tool and those videos in our coverage from yesterday:






MANUAL ACTIONS TOOL

Site Dashboard Manual Actions

Site Messages Site-wide matches none

» Search Appearance .
PP @ ~ Partial matches some manual actions apply to specific pages, sections, or links

r Search Traffic Reason Affects
Search Queries . . . . . N
| | Unnatural links to your site—impacts links Some incoming links
Links to Your Site Google has detected a pattern of unnatural artificial, deceptive, or manipulative links pointing to pages on this site. Some links may be outside of the

- webmaster's control, so for this incident we are taking targeted action on the unnatural links instead of on the site’s ranking as a whole. Learn more.

Manual Actions
REQUEST A REVIEW
» Google Index

» Crawl

Malware

Additional Tools

» Labs



https://www.google.com/webmasters/tools/gwt/MANUAL ACTION PUBLIC?
hl=en&siteUrl=http://www.tomanthony.co.uk/



7|0|13|https://www.google.com/webmasters/tools/gwt/ |
DE16AEA7C924CC47F26F7ADC4C584289 |

com.google.crawl.wmconsole.fe.feature.gwt.manualaction.shared.
ManualActionService|getManualActions|
com.google.crawl.wmconsole.fe.feature.gwt.base.shared.FeatureC
ontext/1637625730|java.lang.String/2004016611|/webmasters/
tools|java.lang.Boolean/476441737|
com.google.crawl.wmconsole.fe.feature.gwt.config.FeatureKey/
4151209095|0|en|http://www.tomanthony.co.uk/ |
com.google.crawl.wmconsole.fe.base.PermissionLevel/2603202488|
1|12|3(4|2|5|6|5]|7|8|0]|0|9|5]|10(11|12|12|13|5|12]



RESPONSE (NO PENALTY)

//0K[0,4,0,0,4,0,3,0,2,1, ["com.google.common.base.Present/3491224270","com.google.crawl.wmconsole. fe. fea:
4152678556" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionStatus$0ptOut/461:-



7|0|13|https://www.google.com/webmasters/tools/gwt/ |
DE16AEA7C924CC47F26F7ADC4C584289 |

com.google.crawl.wmconsole.fe.feature.gwt.manualaction.shared.
ManualActionService|getManualActions|

com.google.crawl.wmconsole.fe.feature.gwt.base.shared.FeatureC
ontext/1637625730|java.lang.String/2004016611|/webmasters/
tools|java.lang.Boolean/476441737|

com.google.crawl.wmconsole.fe.feature.gwt.config.FeatureKey/
4151209095|0|en|http://www.apple.com/ |

com.google.crawl.wmconsole.fe.base.PermissionLevel/2603202488|
1|12|3(4|2|5|6|5]|7|8|0]|0|9|5]|10(11|12|12|13|5|12]



GOOGLE HAPPY TO SHARE

0K[0,4,0,10,-42,42,2,41,2604721,40,7,39,7,38,7,37,7,36,7,35,7,34,7,33,7,32,7,31,7,30,7,29,7,28,7,27,7,26,7,25,7, 24,
5,1,4,0,3,0,2,1, ["com.google.common.base.Present/3491224270","com.google.crawl.wmconsole. fe.feature.gwt.manualactic
4152678556" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionStatus$0ptOut/461498320","j¢

4159755760" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionDetail/602911936","com.gooqg!
2004016611",""

hﬂ:f—\lt-'l:-":l--. e . 18188 2 2 E E EEITEEEE 2 ISR .2 2 PRI TR & o e em e, RTTPEPRREREEE S M & & = s S L4 s sasn e & & sm s s aasa - 44k s as & 4 saEs s s



POSSIBLE TO SIMPLY CRAWL LIST OF MANUAL ACTIONS

1+C0. Uk

//0K[0.4,0.6.-10.10.2.9,2604775.8.7.6.1.5.1.4.0.3.0.2,1.l”co-.google.conoon.base.Present/3491224270“,“con.google.craul.u-console.fe.'eature.gwt.uanualactton.shared.nanu
4152678556" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionStatussOptOut/461498320","java.util. ArraylList/

4159755760 ,"com.google.crawl.wnconsole. fe. feature gwt.manualaction.shared.ManualActionDetail/602911936","com.google.common.collect.SingletonImmutableList/4247067418","
2004016611", “r m “com.google.crawl.wmconsole. fe. feature. qwt.oanualaction shared.ManualActionDetailsSeverity/25798120" ,"com.google. common

M ° = .com
//0K[0,4,0,11,0,8,1,-6,3,7,2604772,6,5,1,4,0,3,0,2,1, ["com.google.common.base.Present /3491224270, "com.google.crawl.wnconsole. fe.feature.gwt.manualaction.shared.ManualA
4152678556" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionStatussOptOut/461498320","java.util. ArraylList/

4159755760" ,"“com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionDetail/602911936","com.google.common.base.Absent/

515581284" ,"com.google.crawl.wnconsole, fe, feature.gwt.manualaction.shared.ManualActionDetailsSeverity/25798120","java.util . HashMap/1797211028"),0,7)

//0K([0,4,0,11,0,8,1,-6,3,7,2604772,6,5,1,4,0,3,0,2,1, ["com.google.common.base.Present/3491224270","com.google.crawl.wnconsole. fe.feature.gwt.manualaction.shared.ManualA
4152678556" ,"com.google.crawl.wnconsole. fe. feature.gwt.manualaction.shared.ManualActionStatussOptOut/461498320","java.util.ArrayList/

4159755760" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionDetail/602911936" ,"com.google.common.base.Absent/

515581284" ,"com.google.crawl.wnconsole. fe. feature.gwt.manualaction.shared.ManualActionDetails$Severity/25798120","java.util.HashMap/1797211028%),0,7)

. Pure Spam):

//0K[0.4.0.3.-10.10.2.9.2604777.8.7.6.1.5.1.4.0.3.0.2.1.('cou.google.connon.base.Present/349122427 “,"com.google.crawl.wnconsole. fe. feature.gwt.manualaction.shared.Manu
4152678556" ,"com.google.crawl.wmconsole. fe.feature.gwt.manualaction.shared. HanualAct1onStatusSOptOut/461498320“ “java.util.ArraylList/

4159755760 cou.google.crawl.unconsole fe.feature.gwt.manualaction.shared.ManualActionDetail/602911936","com.google.common.collect.SingletonInmutablelist/4247067418","
2004016611“"|L1| "™ ,"com.google.crawl.wmconsole. fe.feature.gwt.manualaction.shared. HanualActionDetailsSeverity/25798120“,“com.google common.base.Absent /5155

s (Unat. Links):

//0K[9,4,0,11,-6,10,9,8,1,3,7,2604772,6,5,1,4,0,3,1,2,1, ["com.google.common.base.Present /3491224270, "com.google.crawl.wanconsole., fe. feature.gwt.manualaction. shared.Manu
4152678556" ,"com.google.crawl.wmconsole. fe. feature.gwt.manualaction.shared.ManualActionStatussOptOut/461498320","java.util.ArraylList/

4159755760" ,"com.google.crawl.wnconsole. fe. feature.gwt.manualaction.shared.ManuvalActionDetail/602911936","com.google.common.base.Absent/

515581284", “com google.crawl.waconsole, fe. feature.gwt.manualaction. shored.HanualActionoetoiISSeverity/25798120” "com.google.common.collect.SingletonInmutablelist /424706
20“01661100 uhttp ,/------- N TP e apeee——— L T T W T T T NN R pm—— -i.--. N S S geep— T [ —— ‘--‘--‘/“]po 7]

beccoe, = (Unat. links - examplel )

//0K[0,4,0,11,0,11,10,9,1,8,1,-6,3,7,2604772,6,5,1,4,0,3,1,2,1, ["com.google.common.base.Present /3491224270, "com.google.crawl.wanconsole, fe. feature.gwt.manualaction.shar
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SOME SITES HAD MORE PROBLEMS THAN OTHERS...

"
OKI®, 4,010, -42,42,2, 481 2004720, 40,7, 39,7, 58, 7 07,7, 56, 7,05, 7, 54, 7, 00, 7 52, 7, 00, 7,00, 0, 09, 7 28,0, 20 7 26,0, 05, 7 24,0 20, 7 22,0, 20, 0 .00, 0 A0, P A8, 7 A7 0,06, 7,18, 7,04, 7 158, 7,12,7,01,.7,10,7,9,7,0,7,88,6,1,

S.L,60,3,0,.2,1, ["com. . progle. comman. base. Present /3M91224270% . “com, progle. crawl.waconsole, fe. feature, gwi. sanualact Lo, shared  ManualAct LonStatus/
A15267T8554" . “com,. gosg le.crawl . wmcansele, fe, mm.m.-uuam.smmmwtmommmw.'jm.nu.nnyusu
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6387 /7, “con.google.cravl . wmconso JSeature.gut.manualaction. shared. ¥ tienDetailsSeverity/ 25798120, “com. poogle. conmen. base. AL $581284
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At this point, I'd confirmed there
was a definite security issue, and
reported it to Google.



Google Manual Actions Report Back In
Webmaster Tools

Aug 12, 2013 « 8:25am | © " (6)
by B7 4  Schwartz | .| Y | Filed Under Google Search Engine Optimization

reported that Google launched manual ek, com/webmasters /s
in Webmaster Tools, which basically \20_ y ——/ — [toots
ou in almost real time if you have any manual K

against your web site.

ac

Shortly after, Google had to take down the tool because

of some issue. Well, the feature is now back as of this
morning.

Google's Matt Cutts wrote on Friday afternoon:

Unfortunately we've hit a snag during our feature deployment, so it will be another couple days
before the feature is available to everyone. We will post another update once the feature is fully
rolled out.



OMINOUS MATT CUTTS EMAILS... :D

Matt Cutts -
o Tom ~

| think you must have seen that we turned things back on, because we saw you testing it after we turned it back on.

* Matt was actually great



GOOGLE RESPONSE

® ©
Tom Anthony 09/08/2013
=/ Hey Google Security Team, | wanted to report an issue with the new Webmaster ...
security@google.com 09/08/2013
*** IMPORTANT - PLEASE READ *** Hello If you are reporting a security vulnera...
° Matt Cutts 09/08/2013
. Tom.
security@google.com 09/08/2013
Thanks for the vulnerability report. This email confirms we've received your ...

Tom Anthony 09/08/2013
Matt Cutts 09/08/2013
security@google.com 09/08/2013
Hi Tom Anthony, Nice catch! Matt already filed a bug and they are working on ...

Tom Anthony 09/08/2013

Tom Anthony 09/08/2013

£y |
o Matt Cutts 10/08/2013
e Matt Cutts 12/08/2013

Tom Anthony 12/08/2013

Tom Anthony 14/08/2013
security@google.com 15/08/2013
b

Tom Anthony 03/09/2013
security@google.com 05/09/2013 -~ -
to Tom ~
Hey

Fortunately, | do have some good news
since this vulnerability is eligible for a reward of $5000!

v" Acknowledged report in only 711 minutes!
v Triaged in a couple of hours.
v Fixed and back online in 4 days.

v $5000 bounty.



TAKEAWAY

A lot more sites have manual
penalties than you may think!



OBSERVATION

Google Search Console
also has security gaps



So far not shown any direct manipulation of rankings...



A
XML

XML Sitemaps
Manipulation




OBSERVATION

Redirects can be abused to
get unexpected behaviours



OBSERVATION

Google Search Console
also has security gaps



Can we combine those?



SUBMITTING AN XML SITEMAP

v Search Console

v robots.txt



SUBMITTING AN XML SITEMAP

1. Open the Sitemaps report [5
2. Select the sitemap(s) you want to resubmit from the table

3. Click the Resubmit sitemap button.

You can also resubmit a sitemap by sending an HTTP GET request to the following URL, specifying your own
sitemap URL:
http://google.com/ping?sitemap=http://www.example.com/my sitemap.xml



SUBMITTING AN XML SITEMAP

Not entirely true...



CAN SUBMIT NEW SITEMAP FILES VIA THE PING URL

v Typically crawled within seconds
v No auth - ping sitemaps for any domain

v Google follows redirects



CAN SUBMIT NEW SITEMAP FILES VIA THE PING URL

v Typically crawled within seconds
v No auth - ping sitemaps for any domain

v Google follows redirects

Interesting...




GOOGLE'S CHECKLIST FOR A VALID XML SITEMAP

v’ Sitemap must be correctly formatted

v  The URLs must exist

v Site containing the URLs must be in GSC
v Site hosting the sitemap must be in GSC



GOOGLE'S CHECKLIST FOR A VALID XML SITEMAP

v’ Sitemap must be correctly formatted

v  The URLs must exist

v Site containing the URLs must be in GSC
v Site hosting the sitemap must be in GSC

Interesting...



GOOGLE'S CHECKLIST FOR A VALID XML SITEMAP

Error details: 7 Errors, 0 Warnings.

Show: All Errors Warnings Show 25 rows 1-1 of 1

- Type Issue Description Issues count Example Line Detected
URL: https://www.jonoalderson.com/ 3 Sep 12, 201

1 Errors URL not allowed This url is not allowed for a Sitemap at this location. 7 URL: https://www.jonoalderson.com/blog/ 11 Sep 12, 201
URL: https://www.jonoalderson.com/tools/ 15 Sep 12, 201

v Site hosting the sitemap must be in GSC



OBSERVATIONS

v Google follows redirects

v Site hosting sitemap must be in GSC



OBSERVATIONS

v Google follows redirects

v Site hosting sitemap must be in GSC

QUESTIONS

v' Will Google follow a x-domain sitemap redirect?

v' Will they ‘trust' it?



P,

QUESTION

Will Google follow a cross domain
redirect for a sitemap?



SIMPLE TEST

1. Hosted a sitemap.xml on blue.com
2. Setup a redirect script on green.com

3. Ping green.com?next=blue.com/sitemap.xml|

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://green.com?next=blue.com/sitemap.xml



Will Google follow a cross domain
redirect for a sitemap?

YES




P,

QUESTION

Will they ‘trust’ it?

(if submitted via ping url)



Will they ‘trust' it?

Let’s assume...



How could we

EXPLOIT

It?



JONO IS OUR INNOCENT VICTIM

jono.com



REDIRECT URLS STRIKE BACK!

jono.com/logout?continue=/page.html



REDIRECT URLS STRIKE BACK!

jono.com/logout?continue=/page.html

4

jono.com/page.html




VICTIM & ATTACKER

b

jono.com tom.com



OPEN REDIRECTS (CROSS DOMAIN)

jono.com/logout?continue=tom.com/page.html



OPEN REDIRECTS (CROSS DOMAIN)

jono.com/logout?continue=tom.com/page.html

4

tom.com/page.html




WHAT HAPPENS IF WE DO THIS?

jono.com/logout?continue=tom.com/evil.xml



WHAT HAPPENS IF WE DO THIS?

jono.com/logout?continue=tom.com/evil.xml

i

tom.com/evil.xml




WHAT HAPPENS IF WE DO THIS?

jono.com/logout?continue=tom.com/evil.xml

i

tom.com/evil.xml

URL on jono.com, but serves XML Sitemap from tom.com.



WHAT HAPPENS IF WE DO THIS???

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml



WHAT HAPPENS IF WE DO THIS???

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml

jono.com/logout?continue=tom.com/evil.xml



WHAT HAPPENS IF WE DO THIS???

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml

tom.com/evil.xml



WHAT HAPPENS IF WE DO THIS???

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml

Will Google think the evil sitemap belongs to jono.com?



PINGING SITEMAPS CROSS-DOMAIN

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml

V' Google follows the redirect, and crawls it.

V' Google trusts it as canonical to the originating domain.



GOOGLE BELIEVES IT IS A JONO.COM SITEMAP

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://jono.com/logout?continue=tom.com/evil.xml

Ah, an XML sitemap
for jono.com!

tom.com/evil.xml



WE CAN NOW SUBMIT TRUSTED
SITEMAPS FOR OTHER SITES




We can now submit hreflang
entries for other sites...



Lets try it in the wild...



DISCLAIMER

I’'m showing real results, but an
alternative (similarly sized) UK
retailer in the screenshots.



EXPERIMENT: HIJACK TESCO.COM INTERNATIONAL EQUITY

Q Store locator v Contact us
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UK PRESENCE, BUT NO US PRESENCE



HIJACK UK EQUITY TO RANK IN US

Brsrsrsrsrnrns
FEE Y




HIJACK UK EQUITY TO RANK IN US
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STEP 1: FIND A REDIRECT

Sign in Q@ Store locator v Contact us

X

TESCO Groceries v

Groceries Tesco direct F&F Clothing Tesco Clubcard Tesco Bank Tesco Mobile Wine by the  7.e More... v
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STEP 1: FIND A REDIRECT

Q@ Store locator v Contact us Help

v Search

Groceries Tesco direct F&F Clothing Tesco «esco Mobile Nine by the case Recipes More... v
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https://www.tesco.com/account/logout?from=/
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https://www.tesco.com/account/logout?from=/



STEP 2: REGISTER A DOMAIN ($12)

TESCOGLOBAL.COM



STEP 3: SETUP A NEW SITE

v' Scrape contents for products/categories

v Mirror the URL structure



STEP 4: CREATE AN EVIL SITEMAP

>http://www.tesco.com/example/</ = >
rel="alternate" hreflang="x-default"” href="https://www.tescoglobal.com/example/" />

rel="alternate"” hreflang="en-us" href="https://www.tescoglobal.com/example/" />
rel="alternate"” hreflang="en-gb" href="https://www.tesco.com/example/" />




STEP 5: PING OUR EVIL SITEMAP (HOSTED ON OUR FAKE SITE)

https://www.google.com/webmasters/sitemaps/ping?
sitemap=http://www.tesco.com/logout?
continue=http://tescoglobal.com/sitemap_global.xml



RESULTS: CRAWL ACTIVITY APPEARS IN SEARCH CONSOLE

Search Console

Dashboard
Messages

» Search Appearance @
» Search Traffic
» Google Index

v Crawl

Crawl Errors

I Crawl Stats
Fetch as Google
robots.txt Tester
Sitemaps

URL Parameters

Security Issues

Web Tools

Crawl Stats

Googlebot activity in the last 90 days

Pages crawled per day

5,000
3,750
2,500

1,250

8/9/17

= Pages crawled per day: 4,367

!

Jun 2017 Jul 2017 Aug 2017
Kilobytes downloaded per day
200,000
150,000 H
100,000
50,000 /
Jun 2017 Jul 2017 Aug 2017

Time spent downloading a page (in milliseconds)

1.000

High

4,367

High

153,508

High

787

Average

158

Average

5,728

Average

683

Low

Low

Low

464

Help

v



RESULTS: SEARCH VISIBILITY GROWS RAPIDLY

‘% sS2/TirusH Features Prices Help News Webinars  Academy (B8 Blog ~ Company ~

A Dashboard .
< Organic Research v Projects +

Domain Analytics

N
Overview E | 1 Other Countries
EBUK == DE | 1IFR
Organic Research 7.5K 7.5K 131 more... v 11 Aug 2017 v

Position Changes 6.5K ‘ TUTORIAL H PDE j
Competitors 0 Organic Search Positions for google.com databasel 7 )
Pages
Subdomains [ 7 5 K Traffic Keywords 4 Notes v MM 6M 1Y 2Y AllTime SERP Features
. I
URL KEYWORDS Linking to domain:
40.0K . .
o Site links 0.06%
Backlinks 3 6 2 K Featured snippet 0.03%
o
Advertising Research 0 TRAFFIC Reviews 0.06%
20.0K
PLA Research 0 Not linking to domain:
)
Video Advertising [T $33 .2 K Knowledge panel 2.28% |
TRAFFIC COST Instant answer 0.14%
Display Advertising = < o o o
4 Aug 6 AUg 8 Aug Local pack 1.33% |
Traffic Analytics [
Other

. ORGANIC SEARCH POSITIONS 1- 100 (15,538) (7

i . +
Domain vs. Domain v n | Filter by keyword 0 Advanced filters v 2 Export

-l - i I ——




RESULTS: TRAFFIC APPEARING IN GA

l All Web Site Data

O\ Search reports and help

HOME

-

BT CUSTOMIZATION

Reports

(0D REAL-TIME

S  AUDIENCE

Overview

Active Users

Lifetime Value BETA
Cohort Analysis BETA
User Explorer

» Demographics

» Interests

» (Geo

» Behavior

Q  DISCOVER

£ ADMIN

o @
- -
Audience Overview @ B save < SHARE !, EXPORT

Aug 4,2017 - Aug 10,2017 ~
O All Users + Add Segment - <

100.00% Sessions

Overview

Sessions ¥ VS. Select a metric Hourly Day Week Month
@ Sessions

500

250
@ @ 4

Aug 5 Aug 6 Aug 7 Aug 8 Aug 9 Aug 10
B New Visitor M Returning Visitor

Sessions Users Pageviews
744 708 2,249
Pages / Session Avg. Session Duration Bounce Rate

3.02 00:01:57 51.88%

% New Sessions

95.16%



RESULTS: BRITISH TERMS RANKING 15T FOR MANY QUERIES

New Keyword

1
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10

10

10

10

10

10

10
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10

10

KD <
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81.74
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82.15
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CPC (USD) 2
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0.00

0.00
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0.00
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URL

Traffic % <
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0.00

0.00
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0.00

0.00

0.01

0.01

0.00

0.00

0.00

0.00

0.00
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0.01

0.00

A
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0.00
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1.00

0.62

0.00
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1.00

0.13

0.00
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Results =
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Still only submitted a sitemap,
nothing else.



RESULTS: TRAFFIC KEEPS ON INCREASING...

Overview Create Shortcut BETA ®F

Pageviews

R'ght NOW Per minute Per second

[.9

5.0
active users on site —| 2 ,
B DESKTOP H MOBILE 25
|
[ L [ -1
-26 min -21 min -16 min -11 min -6 min -60 sec -45isec -30 sec -15 sec
Top Referrals: Top Active Pages:
Source Active Users ¥ Active Page Active Users
There is no data for this view. 1. 1 12.50%
2. 1 12.50%
Top Social Traffic:
3. 1 12.50%
Source Active Users ¥
4. 1 12.50%
There is no data for this view.
5. 1 12.50%

Top Keywords: 6 1 12 50%



RESULTS: SEARCH VISIBILITY GROWS MORE

98 8K Traffic Keywords € Notes ~ MM 6M 1Y 2Y AllTime
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RESULTS: I HIT FIRST PAGE FOR COMPETITIVE MONEY TERMS...

pic.twitter.com/6hphqgM......

4 mins ago - Twitter 5 mins ago - Twitter 12 mins ago - Twitter

»o s Target
https://www.target.com/c/cms mmmsmmmms - mm
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RESULTS: MILLIONS OF SEARCH IMPRESSIONS

Total clicks Total impressions
11,235 1,590,842
Clicks
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Google

Search Console

Dashboard
Messages

» Search Appearance @)

v Search Traffic

Search Analytics
Links to Your Site
Internal Links

Manual Actions
International Targeting
Mobile Usability

» Google Index
» Crawl

Security Issues

Web Tools

Links to Your Site

Total links
1

Who links the most

More »

How your data is linked

More »

Your most linked content

More »

© 2017 Google Inc. - Webmaster Central - Terms of Service - Privacy Policy - Search Console Help

—

'‘LINKS" APPEAR IN GSC — SHOWING GOOGLE TRUSTS THE SITEMAP
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EARLIER: CAN'T SUBMIT SITEMAPS IN GSC WHEN NOT PERMITTED

SITEMAP NOT PERMITTED EXAMPLE:

Error details: 7 Errors, 0 Warnings.

Show: All Errors Warnings Show 25 rows 1-1 of 1

- Type Issue Description Issues count Example Line Detected
URL: https://www.jonoalderson.com/ 3 Sep 12, 201

1 Errors URL not allowed This url is not allowed for a Sitemap at this location. 7 URL: https://www.jonoalderson.com/blog/ 11 Sep 12, 201

URL: https://www.jonoalderson.com/tools/ 15 Sep 12, 201



NOW: CROSS SUBMITTED THE SITEMAP TO MY GSC, AND IT WAS ALLOWED

SITEMAP NOT PERMITTED EXAMPLE:

Error details: 7 Errors, 0 Warnings.

Show: All Errors Warnings Show 25 rows - 1-1 of 1

- Type Issue Description Issues count Example Line Detected
URL: https://www.jonoalderson.com/ 3 Sep 12, 201

1 Errors URL not allowed This url is not allowed for a Sitemap at this location. 7 URL: https://www.jonoalderson.com/blog/ 11 Sep 12, 201
URL: https://www.jonoalderson.com/tools/ 15 Sep 12, 201

SITEMAP FOR "TESCO.COM" URLS WAS ALLOWED IN “TESCOGLOBAL.COM" GSC:

Show 25 rows 1-2 of 2
# Sitemap ~ Type Processed Issues items Submitted Indexed
1 Sitemap Sep 4, 2017 - Web 5,000 3,571

2 Sitemap Sep 3, 2017 - Web 2,881 1,963



EVEN TRACKS INDEXATION...

SITEMAP NOT PERMITTED EXAMPLE:

Error details: 7 Errors, 0 Warnings.

Show: All Errors Warnings Show 25 rows - 1-1 of 1

- Type Issue Description Issues count Example Line Detected
URL: https://www.jonoalderson.com/ 3 Sep 12, 201

1 Errors URL not allowed This url is not allowed for a Sitemap at this location. 7 URL: https://www.jonoalderson.com/blog/ 11 Sep 12, 201

URL: https://www.jonoalderson.com/tools/ 15 Sep 12, 201

SITEMAP FOR "TESCO.COM" URLS WAS ALLOWED IN “TESCOGLOBAL.C SC:

Show 25rr

# Sitemap ~ Type Processed Issues items Submitted Indexed

1 Sitemap Sep 4, 2017 - Web 5,000 3,571
2 Sitemap Sep 3, 2017 - Web 2,881 1,963



SUMMARY

Budget: $12

Setup time: ~4 hours
Other activity: nothing
Links: O

Impressions: > 1.5 million

N N

Clicks: > 12,000



ALMOST UNDETECTABLE

Using the Sitemap report

The Sitemaps report landing page shows a list of sitemaps that you have submitted to Search Console. Only sitemaps
submitted through this tool are listed; the report will not list sitemaps exposed through other means, such as robots.txt
or google.com/ping.



GOOGLE OFFICIAL RESPONSE

v Ireporteditin September 2017

v March 2018 - Google award a bug bounty

v March 2018 - Google confirm it is fixed.

v April 2018 - Google increase the bug bounty ($5000)



TAKEAWAY

hreflang entries are ignored
if your sitemaps are unverified



TAKEAWAY

Ensure you do not have
open redirects on your site!

(robots.txt block them if you can’t remove them)



TAKEAWAY

Not seen this attack in wild.
Check your logs for 302s.
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XSS Attacks



WHAT IS AN X5S ATTACK?

< >

Showing page <?=$ _GET|['page']?>

</ >

XSS = Cross Site Scripting



IMAGINE THIS URL

https://foo.com/stores/?page=1



WE COULD DO THIS

https://foo.com/stores/?page=<script>alert('hello')</script>



IF IT ISN'T WELL CODED, WAY MAY FIND...

https://foo.com/stores/?page=<script>alert('hello')</script>

>

Showing page <?=$ _GET|['page']?>

will turn into...

Showing page < >alert('hello')</

</ >




XSS IS A VERY COMMON PROBLEM

- < . .
4 Latest Open Bug Bounty Submissions

Below are the latest submissions via Open Bug Bounty coordinated disclosure:

Domain

manttus.com

au-petit-manoir.fr

Researcher

00S

Date

2206.2018

404NotFound 22.06.2018

Status
patched

unpatched

Type
Cross Site Scripting

Cross Site Scripting

wtf.plus Bondsec 2206.2018 patched Open Redirect

breizhspottingteam.com 404NotFound 22.06.2018 unpatched Cross Site Scripting
skkatariaandsons.com 00S 22.06.2018 patched  Cross Site Scripting
vessdpa.com 00S 22.06.2018 unpatched Cross Site Scripting
aborlccf.org.br Atunior 22.06.2018 unpatched Cross Site Scripting
portoguardanapos.com.br Atunior 22.06.2018 unpatched Cross Site Scripting
soaps.sheknows.com ELProfesor  22.06.2018 unpatched Cross Site Scripting

champagne-mathelin.com

404NotFound 22.06.2018

unpatched

Cross Site Scripting

games.rambler.ru ELProfesor  22.06.2018 unpatched Cross Site Scripting
ceplac.gov.br AtJunior 22.06.2018 unpatched Cross Site Scripting
comprasnet.gov.br AtJunior 22.06.2018 unpatched Cross Site Scripting
garagestore.com.br Atunior 22.06.2018 unpatched Cross Site Scripting

a-imprimer.com

404NotFound 22.06.2018

unpatched

Cross Site Scripting

servicos.meioambiente.mg.govbr  AtJunior 22.06.2018 patched Cross Site Scripting
mais.uol.com.br Atunior 22.06.2018 unpatched Cross Site Scripting
alexandria.cpd.ufv.br GhOStPT 22.06.2018 unpatched Cross Site Scripting
webkits.com.br AtJunior 22.06.2018 unpatched Cross Site Scripting
cigre.org.br AtJunior 6.2018 unpatched Cross Site Scripting

sk.com.br

extrabux.com

AtJunior

ELProfesor

https://www. pénﬂu

2206.2018

2206.2018

unpatched

unpatched

Cross Site Scripting

Cross Site Scripting

ounty.org/



DON'T WORRY - CHROME PROTECTS YOU...

¥ ® Y sit.mda.gov.br X W -

. C (O @ sit.mda.gov.br/download.php?ac=obterDadosBas&m="><svg%20onload=confirm(1);> Ww A9 v e B Y %00 o o O

=

This page isn't working

Chrome detected unusual code on this page and blocked it to protect your personal
information (for example, passwords, phone numbers and credit cards).

Try visiting the site's homepage.

ERR_BLOCKED_BY_XSS_AUDITOR




...oOMETIMES!

B Bloomberg X -

C 0 & Bloomberg LP [US] | https://www.bloomberg.com/search?query=</script><svg%20onload=alert(%27links!%27)>

Bloomberg the Company & Its Products v Bloomberg An

www.bloomberg.com says

u Q_ Search links!

----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Chromes XSS auditor isn’t perfect.
(but Firefox doesn’t even seem to have one)



REMINDER!

Rendering on Google Search

Googlebot uses a web rendering service (WRS) that is based on Chrome 41 (M41). Generally, WRS supports the same
web platform features and capabilities that the Chrome version it uses — for a full list refer to chromestatus.com [, or
use the compare function on caniuse.com [4).

We know that Googlebot is based off Chrome 41...



OBSERVATION

Chrome 41 had
no (good) XSS Auditor



BUT GOOGLEBOT RECEIVES SOME CHROME PATCHES...




OBSERVATION

Nope, Googlebot really does not
nave an XSS Auditor...



Instant

Render

Instant

Instant




RECAP

v Googlebot uses Chrome 41



RECAP

v Googlebot uses Chrome 41

v Googlebot executes and indexes Javascript



RECAP

v Googlebot uses Chrome 41
v Googlebot executes and indexes Javascript

v' Chrome 41 has no Javascript injection protection...

WHAT NEXT, I WONDER?!



OBSERVATION

Googlebot will happily execute XSS
to update pages however you
want...



GOOGLEBOT WILL HAPPILY LET XSS JS UPDATE PAGES...

St

ut.com/us/help/x"><script>a=String(/a/);h=String(/http:/);y=String(/www.pernicoussquirrel.co.uk/);k=String(/funkychicken.p

VIEW DETAILS

Tested on: 12 Sep 2018 at 22:34

Page is not mobile friendly

This page can be difficult to use on a mobile device

¥\ LEARN ABOUT MOBILE DESIGN

Fix the following 2 issues

€3 Content wider than screen

€3 Clickable elements too close together

Additional resources

¥ Find out how to fix these errors
El] See mobile usability issues for my entire site
¥ Find out more about mobile-friendly pages

sl Post comments or questions to our discussion group

SCREENSHOT SOURCE CODE

hitp.//www . pernicoussquirrel.co.uk/funkychicken.php”
reflang="x-default" />

We use cookies @ 1o provide the best exper
continuing, 10 use our websile, you agree 10 ©
PORCY

Revolut;

How can we help?

Q eal AL 1O]

PERSONAL  BUSINESS




WE COULD JUST REWRITE THE WHOLE CONTENT...

& - C 0 () & https://www.revolut.com/us/help/x"><sc

Hello SMX Munich!




THE LINKS APPEAR IN GOOGLE'S CACHE

This is Google's cache of http://www.pernicioussquirrel.co.uk/alternategherkins.php?wonder=document.getElementsByTagName(%22h1%22)[0].insertAdjacentH TML(%27afterend%27,%20%22%:
2018 21:51:14 GMT. The current page could have changed in the meantime. Learn more.

Full version Text-only version View source

Tip: To quickly find your search term on this page, press Ctri+F or 38-F (Mac) and use the find bar.

Even Blue Gherkins sometimes think Alternate Gherkins ar¥-.a improvement!

try me

Ab: - nothing a bout this page makes sense, unless you consider how fantastic alternative styles of gherkins can be.

This link only exists in Javascript



GOOGLEBOT INDEXES JAVASCRIPT CANONICALS...

@ http://www.pernicioussquirrel.co.uk/bluegherkins.php?wonder=document.getElementsByTagName(%271ink%27)[0].href=%22/redonions.php%22

/) Noloading issues VIEW DETAILS SCREENSHOT SOURCE CODE

<!DOCTYPE html->
" <html><head>
Tested on: 9 Sep 2018 at 15:50 <title>Blue Gherkins</title>
<meta name="description” value="It is widely accepted that Blue

Page is not mObiIe friendly ?;;153;'_Sr:”iji‘;rlﬂ) to other forms of plant life - especially the
5 <link rel="canonical” href="/redonions.php" />

This page can be difficult to use on a mobile device
<style type="text/css >

p {
€\ LEARN ABOUT MOBILE DESIGN w background:
</style>

You can canonical other sites to yourself...



URL INSPECTOR CONFIRMS THIS

http://www.pernicioussquirrel.co.uk/bluegherkins.php?wonder=document.getElementsByTagName('link')[0].href="/redonions.php"

-

& Availability URL can be indexed

URL will be indexed only if certain conditions are met

Discovery

Not checked in live tests

Crawl

Time 2 Nov 2018, 15:53:19
Crawl allowed? Yes

Page fetch Successful

Indexing

Indexing allowed? Yes

User-declared canonical http://www.pernicioussquirrel.co.uk/redonions.php



OR YOU CAN JUST ADD LINKS TO YOUR SITE...

Googlebot type: Desktop (render requested)
& Complete on Thursday, March 28, 2019 at 5:18:31 AM PDT

Fetching Rendering

This is how Googlebot saw the page: This is how a visitor to your w

Ow COw UNTERNE N OW AsADEwR OW COM N 30 LANGUAGEYS




GOOGLE FINDS, CRAWLS AND INDEXES THESE LINKS

GO g Ie site:http://www.pernicioussquirrel.co.uk y Q

All Images News Shopping Maps More Settings Tools

6 results (0.18 seconds)
Google promotion

Try Google Search Console

www.google.com/webmasters/
Do you own www.pernicioussquirrel.co.uk? Get indexing and ranking data from Google.

www.pernicioussquirrel.co.uk/

I injected this URL into Revolut
and sent Googlebot to the
Revolut page.

Red Onions

www.pernicioussquirrel.co.uk/redonions.php v

Red Onions are a plant. Red onion, also fire onion, red kitchen onion, or sometimes cal
a plant that is in the same family as rose leeks.

Blue Gherkins

www.pernicioussquirrel.co.uk/bluegherkins.php v

All plants should bow to Blue Gherkins! Blue gherkins, otherwise known as t+_ chilli gh
is a plant that is in the same family as absolutely nothing ...

Googlebot definitely sees XSS
injected links, and crawls them.

Green Muffins

www.pernicioussquirrel.co.uk/greenmuffi
Green muffins are better than you'd think!
like much but they are actually very tasty

.« green muffins. The

Revolut indexation
www.pernicioussquirrel.co.uk/itsatrap.php ~
This is a quick test: index me baby.



GOOGLE ALSO CONFIRM JS LINKS ARE FINE

Joel Mesherghi TR
@JoelMesherghi
@JohnMu Hey John, will a JS link receive as

much link equity vs a HTML link? Does the
rendering process have an impact?

+ John » @ @JohnMu - Oct
1125 AM . 18 OCt 2018 DRDarnhiinsa ¢ M lAaalMMacharmahig
A link is a link, when it comes to indexing, it doesn't matter how it ended up
there.

O 1 (] QO 2 & Vv

Joel Mesherghi @ JoelMesherghi - Oct 18 Vv
Thanks for the reply John. Just to clarify, links rendered via JS will be indexed,

BUT will a JS link receive as much link equity vs a HTML link? Thanks.

O 1 [} v, & Vv

o John » @ @JohnMu - Oct 18 v
yes

QO 1 Tl O & Vv




P,

|
TAKEAWAY

How widespread
are XSS exploits?



https://www.openbugbounty.org/

-
’ Open bOunty » About > Acknowledgements D Top Researchers > Bug Bounty List > Latest > Forum Search

' 125,000 un-patched XSS bugs...
Cc

260 .gov

| 971 .edu
f 195 of the top 500 domains
i 4469 of the top 20k domains



BLACK HAT USES

v Build parasite links en masse
v Link network on these victim sites

v Canonical victim sites to your site

I don’t recommend you do these things yourself.



TAKEAWAY

You should defend yourself.

XSS issues pose a risk to both
your site and your users.



GOOGLE OFFICIAL RESPONSE

v Nov. 2018: | reported this to Google on
v Nov. 2018: Google acknowledged the report

v Present: Google have yet to fix this citing internal
communication issues between teams.



Wrapping up...



SUMMARY

v Think outside the box.

v Try to understand what is happening
‘behind the scenes’.

v I've shown mostly black hat stuff, but the
same approach works for white hat.



TAKEAWAY

Bring back the
Hacker Mindset



N
distilled

Danke!

@TomAnthonySEO

Check out our
SEO A/B testing platform:




